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Draft Decree Personal Data Protection Released by the 
Ministry of Public Security for Public Comments 
 

The rules in respect of personal data protection have been stipulated and scattered in a number of 

laws of Vietnam such as the Civil Code, the Law on Protection of Consumers’ Rights, the 

Cybersecurity Law, the Law on Cyber Information Security, etc. Many of the provisions in those laws 

are unclear and overlapped without any precise and effective mechanism for understanding personal 

data protection. This lack of clarity has caused the treatment of personal data in Vietnam to become 

extremely insecure and the data itself vulnerable. 

 

For that reason, the Ministry of Public Security (the “MPS”) has proposed a draft decree on personal 

data protection. The draft was released on 9 February 2021 (the "Draft Decree") for public 

comments. There are many important statutory definitions in relation to personal data that have been 

given, such as the separation of personal data into basic personal data and sensitive personal data 

for which a data processor is required to adapt protection requirements for processing. The Draft 

Decree provides more complete regulations on mechanisms of personal data protection, as well as a 

proposal to establish a Personal Data Protection Committee (the “PDP Committee”) which would be 

an independent body under the government of Vietnam.  

 

The Draft Decree requires a data owner’s consent prior to processing and disclosing such data 

except in the following cases: 

 

1. If specified by law; 

2. For the sake of national security, social order and safety; 

3. If specified by law to be an emergency, a threat to life or seriously affecting the health of that 

data owner or public health; 

4. For the purpose of investigation and handling an act in violation of laws; 

5. In compliance with the regulations in international agreements or treaties to which Vietnam is 
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a member specifying the processing of personal data without such data owner's consent; or 

6. For scientific research or statistics in encrypted form which is to be de-identified and replaced 

with a code.  

 

A data owner's consent will be considered effective provided that such consent is given voluntarily 

and is clearly informed of: the type of personal data processed, the purpose of processing, the 

objects to be processed and shared, the conditions for transferring or sharing personal data to third 

parties, and the data owner’s rights related to the processing of his or her personal data. In addition, 

such consent must be presented in a form that is capable of being printed or reproduced in writing. A 

data owner's silence or non-response to a personal data processor's request for permission to 

process data is not considered sufficient to be considered consent.  

 

For children under the age of 16, this consent must be given by their parent or guardian prior to 

processing any personal data of that child. 

 

For sensitive personal data, in addition to the request for the data owner’s consent, a personal data 

processor must register with the PDP Committee before proceeding. 

 

In addition to consent, personal data processors must notify the data owners of any changes to the 

contents of their consent, except for the following cases: 

 

 The data owner has fully agreed with the contents and activities of processing personal data; 

 The processing of personal data is required by laws, international agreements, international 

treaties; 

 The processing of personal data does not affect the rights and interests of that data owner 

and notification on such processing to that data owner is impossible; and 

 For the purpose of scientific research or statistics. 

 

The Draft Decree is the first statutory instrument in Vietnam to specifically regulate the cross-border 

transfer of personal data of Vietnamese citizens. Prior to transferring such data outside of the territory 

of Vietnam a personal data processor is required to comply with the following conditions: 

 

 Obtain the data owner’s consent; 

 Retain the original personal data in Vietnam; 

 Provide a written document proving the country/territory/area of destination has a regulation 

on personal data protection at the same or higher level than the regulations in Vietnam; and 

 Obtain the written consent of the PDP Committee. 

 

Notwithstanding the aforementioned conditions, personal data may be transferred out of the territory 

of Vietnam in the following cases: 

 

 The data owner’s consent for such transfer; 

 A written consent of the PDP Committee; 
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 A personal data processor's commitment on personal data protection; and 

 A personal data processor's commitment on applying the personal data protection measures. 

 

In executing the cross-border transfer of personal data, the data processor must set up a system for 

recording the history of data transfers within for three years which may be inspected and assessed 

every year by the PDP Committee. 

 

In comparison with Decree No. 15/2020/ND-CP of the Government dated 3 February 2020 stipulating 

the administrative sanctions against violating acts in the sectors of postal services, 

telecommunications, radio frequencies, information technology and electronic transactions, monetary 

penalties for similar acts as proposed in the Draft Decree is two to five times higher. There is also a 

monetary fine of 5% of the total revenue of the violating processor in Vietnam for repeated offences in 

exceeding the prescribed number of time. 

 

Finally, the Draft Decree proposes to establish important supporting tools for enhancing personal data 

protection such as building and operating a national information portal for personal data protection, 

publishing a list of agencies and organizations processing personal data, and issuing a standard for 

assessing the reliability of personal data protection of agencies and organizations involved in 

personal data processing activities. 

 

The Draft Decree is now in the stage of collection of public opinion for consideration for the two 

months following its publication. 
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About Indochine Counsel 
 

 

 

 

Established in October 2006, Indochine Counsel is one of the leading business law firms in Vietnam. 

The firm provides professional legal services for corporate clients making investments and doing 

business in Vietnam. The legal practitioners at Indochine Counsel are well qualified and possess 

substantial experience from both international law firms and domestic law firms. The firm boasts more 

than 45 legal professionals working at the main office in Ho Chi Minh City and a branch office in 

Hanoi.  

 

Indochine Counsel’s objective is to provide quality legal services and add value to clients through 

effective customized legal solutions that work specifically for the client. The firm represents local, 

regional and international clients in a broad range of matters including transactional work and cross-

border transactions. The firm’s clients are diverse, ranging from multinational corporations, foreign 

investors, banks and financial institutions, securities firms, funds and asset management companies, 

international organizations, law firms to private companies, SMEs and start-up firms in Vietnam. 

 

Indochine Counsel advises clients in the following areas: 

 

 Inward Investment 

 Corporate & Commercial 

 Mergers & Acquisitions 

 Securities & Capital Markets 

 Banking & Finance 

 Property & Construction 

 Taxation 

 Intellectual Property 

 Technology & Media 

 Mining & Energy  

 International Trade 

 Dispute Resolution 

 

A full list of partners, associates and other professionals is available on our website. │ 
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Contact Us 
 
For further information or assistance, please contact the following Indochine professionals: 

 

Dang The Duc 

Managing Partner 

duc.dang@indochinecounsel.com 

 

 

Le Nguyen Huy Thuy 

Partner 

thuy.le@indochinecounsel.com  

 

 

Phan Anh Vu  

Partner 

vu.phan@indochinecounsel.com 

 

 

Pham Thi Thanh Lan 

Partner 

lan.pham@indochinecounsel.com 

 

 

Ho Chi Minh City 

Unit 305, 3rd Floor, Centec Tower 

72-74 Nguyen Thi Minh Khai, District 3 

Ho Chi Minh City, Vietnam 

T +84 28 3823 9640 

F +84 28 3823 9641  

E info@indochinecounsel.com 

Nguyen Thi Hong Anh 

Partner, Head of IP&T Practice Group 

anh.nguyen@indochinecounsel.com 

 

 

Le Van Duong  

Partner, Head of Hanoi Office 

duong.le@indochinecounsel.com 

 

 

Steven Jacob 

Foreign Associate 

steven.jacob@indochinecounsel.com 

 

Greater China Desk 

Ly Nghia Dzung / 李義勇 

Associate 

dung.ly@indochinecounsel.com 

 

 

Hanoi  

Unit 705, 7th Floor, CMC Tower 

Duy Tan Street, Cau Giay District 

Hanoi, Vietnam 

T +84 24 3795 5261  

F +84 24 3795 5262 

E hanoi@indochinecounsel.com 
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